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BLOCKCHAIN –
POSSIBLE
SOLUTION THAT
CAN SAVE
HUMAN LIVES
Fake drugs – dangerous counterfeit
problem 
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The largest share of fakes pharmaceuticals
comes from China (30%) and India (53%) and
have been found to contain unsanitary or
dangerous materials.
The pharmaceutical industry has tried over
the years to take countermeasures, but
unfortunately, their efforts couldn't show the
desired effect. The problem runs much
deeper than expected: according to WHO,
countries with higher corruption and poor
government practice contributes to the given
problematic.

To evaluate the cause of the problem, the
problem should be analysed at its core – the
distribution. Pharmaceutical supply chains
are very complex: not only can the production
be

The global pharmaceutical market with over 1,27 trillion U.S. dollar revenue is the most developed
market on a global scale. What seems like highly regulated market due to enormously big financial
value and undoubtably important human health reasons, is in the fact not: according to
OECD/EUIPO, around 0,84 % imported pharmaceuticals worldwide are fake and have no effect.  The
WHO estimates that 1 of 10 medical products in low to middle income countries are not fulfilling the
standards or are falsified. Especially in Africa is the rate significantly higher compared to developed
countries, which seemed to be regulated in more efficient manner. This issue can lead to drastic
consequences – endangerment of human life. According to WHO, patients who have used
counterfeit pharmaceuticals can either die from untreated disease or from the effects the fake drug
causes.

based in different locations, the shipment and
retail process itself involves multiple parties
and channels.

Illustration Nr. 1: Own graphics based on WHO
(2017), p. 7 
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Blockchain – a new way to
secure drug supply chains

Bitcoin is the best example how the theory can
efficiently work in the real practice. This
technology can also be successfully applied into
the pharmaceutical supply chain and prevent the
counterfeit at the main weak spot: the interface
between the value chain and the missing trust
between the involved parties. The danger of
missing transparency and traceability has bitter
consequences for those who are involved.
Manipulated information can't be detected or
reversed easily, especially on the global scale. This
is exactly what is not possible with the Blockchain
Technology - once the data is applied and
encrypted, it can't be changed or manipulated.

The blockchain substitutes the conventional
documents, e.g., delivery note, origin certificates,
within the complete supply chain into
unforgeable digital encrypted data blocks. This
digital data blocks guarantee the authenticity of
the origin, quality and traceability of the
pharmaceutical products used within the
blockchain.
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The customer can track the serial number of the
product with special QR-Code provided by the
origin of the production – the manufacturer. QR-
Code can be easily scanned and shows the
accurate track and trace process within all
involved stations, from delivery outside the
factory to customer itself.  Additionally the data
includes the temperature, air humidity and the
GPS based location of the product. Especially
the temperature can be essential to the quality
of the product e.g., insulin injection or COVID-19
vaccine. After the delivery to the end customer,
the product can be scanned before the final
receipt and be checked or validated on its
authenticity. Once the last transaction is
achieved, the data is stored in special allocated
digital space and can be retrieved in case of
reclamation.

The continuous growth of global e-commerce
market adds to the complexity and makes it
easier to purchase pharmaceuticals online in
any country, often from unauthorized sources
and unknown manufacturers. In addition to
that, counterfeit pharmaceuticals are often
disguised as perfect copy of the original brand,
using the same labels, packaging and
substance, which can be difficult to detect for
the customer. Yet the fake pharmaceuticals are
completely ineffective or contain dangerous
ingredients. 

On the surface, this problematic couldn't be
more difficult, but in fact the solutions can be
found in more unexpected field far away from
pharma industry – Bitcoin Technology. Bitcoin,
a “cryptocurrency” which was invented in 2008,
also known as Blockchain Technology, is
leading technology based on decentralized
databank structure, which encrypts the
information according to peer-to-peer
principle: new transactions are connected to
existing blocks and are formed to a chain of
encrypted information, visible only for the
participating parties.

Illustration Nr. 2: Own graphics based on Hofman,
Erik/ Röck, Dominik (2019), p. 27. 
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Conclusion
 
Good news for the economy - the Blockchain Technology can be used not
only on a big scale, but on small scale too. More and more companies have
identified the advantages of blockchain based applications and are planning
to implement them into the business practice. This technology can not only
provide the necessary transparency, security and authenticity, but the most
important aspect to it is that in pharmaceutical field it can save human lives.
But before companies can start using blockchain, one aspect needs to be
considered: to unfold the full potential all parties must cooperate and adapt
to this technology and learn to use it within the corporate environment.
After all, it is no longer a question of "if" but of "when" the Blockchain
Technology will become established. 

What it takes to apply the idea
into the reality?

The main issue is that the volume of the computer
performance needed for the implementation into
the whole blockchain and the corresponding
tracking of the authenticity, traceability and
conformity is incredibly high. Usually, the
companies don’t have such an amount of resources
and financial support available. In particular, the IT
upgrade represents the main challenge in the
process due to extensive costs. What appears as an
obstacle can be used as an advantage: the use of
the Blockchain Technology in the pharmaceutical
industry can save costs by preventing the
counterfeits entering the supply chain. 
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On top of that the expired and faulty products
can be easily identified and excluded for the
delivery transaction. Further positive side effect
is the prevention of the image damage of
pharma manufacturers which can be caused by
counterfeit pharmaceutical scandals.13
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