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General

From PiSA sales version 7.3 the server-driven synchronisation of e-mails and appointments in Google is
supported. This is done using Google G Suite.

Since these are web-based services, e-mails and appointments can also be synchronised with PiSA sales on
other platforms (e.g. Mac).

Basically, e-mails that are to be synchronised are labelled as "PiSAsales". The label must first be created in the
settings on GMail (note exact spelling).

Neues Label

Geben Sie einen neuen Labelnamen ein:
|P\SAsaIes

[ Label einordnen unter:

If another mailbox is to be used for synchronization (e.g. "Support"), it must be created in Google as a mailbox
(or user, e.g. support@yourwebsite.com) and in PiSA sales as a corresponding groupware user.

Synchronization is only performed via Job. In Google, manual synchronization is not possible because Google
has blocked access to the interface and thus the installation of application-specific functions (buttons).

Via environment variable PSA_EMA_IMP_GGL, values: MOD:=LBL/ALL (import labelled or all e-mails)
TIM:=Number of days in the past (-1 or empty stands for no restriction in the past, i.e. the date of receipt of the
e-mail) the GMail import setting can be adjusted.

Prerequisites

The prerequisites for setting up a Google service account, as required for the PiSA sales Google link, are

+ a G Suite account for companies with a domain containing all users who are to use the PiSA sales link,
+ access to the Google Cloud platform and the Google Administrator Console.
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Note: Google again has changed the administration interface in the meantime, which happens again and
again. The screenshots shown here do not correspond to the actual appearance and can appear "irritating"
in the procedure. We will include current screenshots shortly.

Einrichtung eines neuen Projekts Setting up a new project

Log on to the Google Cloud platform with your user (a normal user is sufficient for this).
Create a new project ("+") for your domain (here "pisademo.de" as an example):

Select from risavemone

Q search projects and folders

RECENT ALL

» B pisademo.de 605963588262

Google Cloud Platform

New Project

@ Youhave 11 projects remaining in your quota. Learn more.

Project name
[y Project o6

Your project 1D will be active-module-202311 Edit

Organisation

pisademo.de

@ You have logged in under a managed account. Your domain
adminisirator may be able to access, change or suspend any projects
created using this account. If you do not want your domain administrator
to access your projects, please log out and create a project under an
unmanaged Google Account. For more information, please review
Google's Privacy Policy.

==

Enter a name for your project, e.g. "PiSA Google".
Click Create.

Create a service account

Now select your new project under Select project above.
Note: The domain must be selected for this.

In the menu item IAM & Administration -> Service accounts you now create a new service account.
Note: It is imperative that the domain-wide G Suite delegation is activated:
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Create service account

Service account name Role

PiSA G Suite Select arole

Service account ID

pisa-g-suite @pisa-g-suite.iam.gserviceaccount.com (¥

/' Fumish a new private key
Downloads a file that contains the private key. Store the file securely because this key
cannot be recovered iflost.

Key type
JSON
Recommended
@ P12

For backward compatibility with code using the P12 format

' Enable G Suite Domain-wide Delegation
‘Allows this service account to be authorised to access all users data on a G Sue
‘domain without manual authorisation on their part. Leam more

© To change the settings for a G Suite domain, the product name for
the OAuth consent screen must be configured. Assign the product
name below o configure the OAuth consent screen

Product name for the consent screen

PiSA G Suite

CANCEL  CREATE  CONFIGURE CONSENT SCREEN

Click Create. This newly created service account now appears in the overview. If the key file (*.p12) was not
downloaded automatically, download it on the right via the three dots -> Create key. This file is required for
subsequent authentication by the PiSA sales application server and must be provided to PiSA sales.

Goagle Cloud Platform 3+

1AM & admin Service Accounts [0} CREATE SERVICE ACOOUNT [ ] *+2 PERMISSIONS

Lo}

1AM

r project "PiSA G Suite”
(Google Clousd seevice dentty, such as cods ru

Quotas Compute Engine VM, App Engine apps or systems runing cutside Googhe. Learn more

Service accounts

Labels Service aceount 1D Key Key creasian dane Optiens

2 PISAG Suite E ER—— eesbal & apan DaD

GCP Privacy & Security View Client 1D

Settings
Cryptographic keys

Identity-Aware Praxy

T e & 9 € IF O B

Roles

Use the Call Client ID link to get the client ID required for the fourth step.
Activation of the APIs

In the APIs and Services -> Library menu item, search for the APIs "Gmail API, "Google Calendar API", "Google
Drive API" and "Admin SDK" (for resource management) one after the other and activate them.

Note: The correct project must be selected at the top!
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Google Cloud Platform 3+ pisacsute -

& APl Library
*

Welcome to the new API Library

° .
° Q Search for APis & Services
Filter by Maps VIEWALL (17)
VISBILITY
3 2 2
Public (188)
Google Maps Android API Google Maps SDK for I0S Google Maps JavaScript API Google Places API for Android Google Places AP1 for (0S
it Google Google Goagle Google Google
CATEGORY Maps for you native Andeold app. Maps for your native 105 89p. Maps foc your website Make your Android app stand out Make your 10S app stand out with
with detailed mformation about detailed information about 100
Advertising (14) 100 milion places millon places
Anlytics (1)
Big data (8)
Blog & CMS (1) Machine learning VIEW ALL (7)
‘Compute (7)
't e,
e v ® =] i A
Datahases (%) Dialogfiow API Cloud Vision API Cloud Natural Lenguage API Cloud Speech AP Google Cloud Translation API
Developer stacks (1) Google Google Google Google Google
eveloper tools (1
D tosie (10 An end-t0-end development sute Image Content Anstysis Provides peech re o Translation AP
Email (1) for conversational interfaces understanding technolagies to Jots websites and programs
Firebsse (2) Gevelopers. Examples include integrate with Google Transiate
Google Cloud APis (25)

ogle Cloud Platform

< AP Library

Google Calendar API

Google

ENABLE TRY THIS API [7

Type Overview

APIs & services

Integrate with Google Calendar using the Calendar API.

Last updated
01/09/2017,19:29

Category
G suite

‘Service name
calendar-
json.googleapis.com

The Calendar AP! lets you display, create and modify calendar events as well as work with many other calendar-
related objects, such as calendars or access controls.

Learn more (7

About Google

Google's mission is to organize the world's i and make it

and useful. Through
products and platforms like Search, Maps, Gmail, Android, Google Play, Chrome and YouTube, Google plays a
meaningful role in the day lives of billions of people.

Tuterials and documentation

Get Started with the Calendar API (7
Here are a few ideas for getting started with the Google Calendar API

Calendar API Reference [7
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Granting the Scopes

In order for the service account to access the enabled APls, the Google Scopes (the areas that can be accessed)
must be assigned. This is performed in the Google admin console (admin.google.com) and must be carried out
by an admin user.

In the admin console under the Security -> Settings menu item you will find the Advanced settings item. Click
Manage API client access.

= Google Admin Q. Search for users, groups, and settings (e.g. reset possword

Basic settings
Password monitoring

API reference

Set up single sign-on (SS0)
Advanced settings
Security and privacy resources

APl Permissions

A new mask opens. In the Client name field, enter the client ID that you previously received. In the One or more
API areas field, enter the required scopes separated by commas:

At least required (for Gmail):

https://www.googleapis.com/auth/gmail.labels
https://www.googleapis.com/auth/gmail.modify

If you also want to use Google Calendar synchronisation, you will also need:

https://www.googleapis.com/auth/calendar
https://www.googleapis.com/auth/drive (Google Drive for appointment attachments)
https://www.googleapis.com/auth/admin.directory.resource.calendar.readonly (Resource management)

Note: If the setting that appointments are synchronised is activated for at least one PiSA groupware user, the
last three scopes of the list are absolutely necessary, as the PiSA Google-Connector will request them during

the authentication! If these scopes were not issued via the Google admin console, the GMail synchronisation
will also fail!

Then click Authorise.

Data required by PiSA sales

PiSA sales requires the following data to configure the link:

+ the service account ID (e.g. pisa-google@mineral-concord-200008.iam.gserviceaccount.com)
+ the generated, downloaded P12 key file
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https://www.googleapis.com/auth/gmail.labels
https://www.googleapis.com/auth/gmail.modify
https://www.googleapis.com/auth/calendar
https://www.googleapis.com/auth/drive
https://www.googleapis.com/auth/admin.directory.resource.calendar.readonly
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Access to www.googleapis.com

It must be ensured that the PiSA sales application server can reach the URL www.googleapis.com, because the
Google APl is accessing it. Please adjust the firewall settings accordingly!
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