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Frequently asked questions about opening encrypted e-mails by
Berge & Meer
1) Why does Berge & Meer send encrypted e-mails?
The General Data Protection Regulation of the European Union decrees increased requirements
for the safety of data traffic and the protection of personal data in Europe. Therefore, and for the
safety of your individual data, our e-mails to you are appropriately protected. As of May 25, 2018,
any time we will transmit personal data by e-mail, the content will be protected by a user-friendly
encryption.

2) What kind of e-mails do I recieve?
You will always get two e-mails:
1. The first mail contains an encrypted PDF file. The senders name is your contact at Berge &
Meer.
2. In the second e-mail, you will find the password to decrypt the PDF file contained in the first email.

Possible issues which may occur

1) My password ist not working.
a) When copying the password from the mail body, you unintentionally copied some extra white
space.
This will be part of the text you paste in the password field. You will then get the message that you
entered a wrong password. Please make sure that you only copied the password to the clipboard,
with no blanks.
b) A new password was released by Berge & Meer.
Usually, you’re always using the same password for decrypting your e-mails from Berge & Meer. In
some cases, it may happen that this password was changed by us. To make sure you’re using the
latest password, please look for the last password mail you received from secure.mail@bergemeer.de and copy the password to the clipboard (without any leading or trailing spaces). Then
paste it into the password field of the PDF file sent to you.
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2) I recieved only one e-mail. Where do I find the second e-mail?
Possibly one of the e-mails is stuck in the Spam folder of your mail application. Please search in
this folder for the missing mail.

3) How do I open the encrypted file which was sent with the first e-mail?
We recommend using Adobe Acrobat Reader to open the encrypted file included in the first e-mail.
Please do not open the file directly in your web browser.
When you open the file in Adobe Acrobat Reader, you will see the following input box:

Please paste the password which you copied earlier from the second e-mail (sent by
secure.mail@berge-meer.de).
The following picture shows the decrypted PDF file. It includes a blue hyperlink to one or more files
attached to the message (e.g. “attachment.pdf”). To open the attached file(s), just double click on
the link(s).

Alternatively, you can click on the paperclip symbol on the left-hand side. It opens a list of all
filenames attached to the e-mail. Just click on a filename to open the corresponding file. We
recommend this method to avoid any problems during file download.
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4)

Where can I download Adobe Acrobat Reader if it’s not installed on my PC?
Download for Computer & Notebooks: https://get.adobe.com/reader/
The following websites provide detailed instructions for installing Adobe Acrobat reader:



Windows (Internet Explorer, Google Chrome, Mozilla Firefox):
https://helpx.adobe.com/acrobat/kb/install-reader-dc-windows.html
Mac OS (Mozilla Firefox, Safari, Google Chrome):
https://helpx.adobe.com/acrobat/kb/install-reader-dc-mac-os.html

5) I successfully decrypted the e-mail but cannot open the attachment.
If the following error message appears after double clicking the filename, Adobe Acrobat
Reader cannot open the attachment because of your security settings. This will only happen if
the file extension is different from .pdf.

You can change the security settings yourself by choosing Preferences and then Trust
Manager, as shown below. Please select “Allow opening of non-PDF file attachments with
external applications” and click OK. You will then be able to open files from the pdf
document like .txt, .xlsx, docsx, .csv, etc.) and start the corresponding application. If you are
not allowed to change this setting, please contact your local IT department.
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