EEEEEEEEEEEEEEEEEEEEEEE

EUSEC Awareness Workshop

Continuous Auditingased Certification

Barcelona
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Agenda 5 EUSEC

Time Session Speaker(s)
9:30¢ 10:00 Presentation and EX$EC Introduction JirgenGrol3mann
10:00¢ 10:50  Description of the pilot and CA theoretical model Ramon Martin de Pozuelo

10:50¢ 11:10 Coffee Break

ChristianBanse Dorian Knoblauch, Bjorn

11:10¢ 12:20 CA technical architecture and demo Fanta CristévadCordeiro, AlaiPannetrat

12:20¢ 13:15 Roundtable discussion (Questions and Answers) Ramon Martin de Pozuelo

13:15¢ 14:30  Lunch Break

ChristianBanse Dorian Knoblauch, Bjorn
Fanta,CristovaoCordeiro, AlaifPannetrat

15:30¢ 16:00  Closing JurgenGrofRmann

14:30¢ 15:30 Handson Lab

for research, technological development and demonstration under grant agreement no 731845.
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EU SECURITY CERTIFICATION

G EUSEC

Introduction to
= . EUSEC

JurgenGrolimannFRAUNHOFER)

for research, technological development and demonstration under grant agreement no 731845.
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Trust in Cloud by Certification SEC
The European Security Certification FramewatkSEC) 5 EU

EU SECURITY CERTIFICATION

EUSEC aims to create a framework under

which existing certification and assurance Qm
% ﬁ Transparency, Efficent (é;)

approaches can eexist. It has a goal to

improve the business value, effectiveness _ il N Cioud security \RIRA
and efficiency of existingoud security Cutomer (€50 pssurance. g e, (e
certification schemes 5 %%
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A Multiparty Recognition Framework
(MPRFJ¥or cloud security certifications

£ &

T
Wory g Gove'™

and
A Continuous Auditingbased Certification e
(CAC) Audi':‘ilnglg_szrrv%ces

A Governance Structuréor trustful and
compliant use of cloud computing

Auditing Body &
Competent Authority
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EUSEC Objectives

Increasing trust, efficiency and sustainability 5 FUSEC

EU SECURITY CERTIFICATION

£

A Increase user trust in Cloud Service A
Providers by defining principles, rules and 1'
processes for mutual recognition betweeng ==
different certification schemes indicating ,\:
security and privacy level. "D

A Stream line governance, risk managemen
and compliance of cloud service delivering
a reference architecture, mechanisms and X
tools for continuous auditing and
certification reducing human interaction.

A Initiate the process for the tranEuropean
adoption of the ELSEC framework and of
the format used to express security |
requirements, controls and audit results tog:
supportEY{ 9/ Q& f 2y 3 (S NE

9t April 2019

for research, technological development and demonstration under grant agreement no 731845.

This project has received funding from t Rregrdhmeopean 5Jn|o



EUSEC Challenges

Achievingapplicability, flexibility and tool support @ EUSEC

EU SECURITY CERTIFICATION

A Ensure broad and international and cress
iIndustry applicability of EASEC framework.

A Demonstrate a high level of security and privacy;
assurance and control while the CSP enhances
the Cloud Serviceontinuously.

A Provide a framework which can be adapted to
new technical, compliance and market
requirements, easily and promptly.

A Generate a flexible and functional architecture
and tools for cloud security governanaek
management@and compliance.

9t April 2019
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EUSEC Activities
Define, evaluate, improve and maintain the framework ¢ =2R2=x

A Collect and maintain security and privacy requirements relevant to the public and private sectc

A Define the continuous auditing and certification framework and enable it for mutual recognition
of existing certification and assurance approaches.

A Develop a governance structure to support trefisropean ELSEC framework adoption.
Provide architecture and adapt existing tools to facilitate continuous auditing and control of
security and privacy level service.

A Validate the framework with pilot use cases executed by public and private sector partners to
ensure its effectiveness, efficiency and market readiness in-sstgke demonstrators.

A Strengthen the value proposition, market uptake and loagn sustainability of EASEC
framework through commercial exploitation, influencing other standardization initiatives and
performing strategic awareness and training activities.
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Project Set Up and Partners FUSEC
A successful cooperation under the hood of a common projecle
Fundedby EUHorizon2020, afunding R
programmecreatedby the European 7€ CaixaBank CSA security Fabasoft
Unionto supportandfoster researchn lance®
the European Research Area
9 Partners(includingCSPsCloudUsers Z Fraunhofer Z Fraunhofer E ﬁﬁmw
Auditors SchemeOwnersand o e
Researchels
Duration: January2017- December2019 & e o e nixu pw{- | Deutschland

cybersecurity.

Web: https://www.sec-cert.eu/
Contact contact@see«ert.eu
Twitter: @EU_SEC !

i s project has received funding
esearch, technological development and demonstration under gran
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https://www.sec-cert.eu/
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EUSEC Goes Public CUSEC
Workshops and trainings planned throughout the year S EUSEC

13/05/2019  TrainingWorkshopMPRF Amsterdam
Ams!Zrdam Barcelona .. o
08/10/2019  TrainingWorkshopMPRF Berlin
Workshop on Multi-Party Workshop on Continuous Auditing
Recognition on 13 May 2019! Based Certification
Date: Mon., May 13, 2019 Date: Tue., Apr. 09, 2019 H 3
Location: Amsterdam, Netherlands Location: Barcelona 09/ 10/ 2019 TralnlngWOrkShOpCAC Ber“n

Joint Training Event MPRF, CAC

L2 at CSAEMEACongress R

Q4/2019 JointTrainingeventMPRFCAC HelsinkiL
Individual Training Events for

Q3& Q42019 MPRFCAC tba.

Q3& Q42019 Webinars MPRF, CAC tba.
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Description of the pilot and
Continuous Auditinased
Certification theoretical model

Ramon Martin de Pozuelo (CAIXABANK)




Continuous Auditingased Certification

Challenges of Cloud Certifications

Adat 2-R-§ N YYSEIS pR(2ARYapproacheso
security certification do not provide the high
assuranceand transparencyrequired by cloud
stakeholderswith highrisk profiles.

A Currently, security audits are usually performed
at intervalsof 6 or 12 months

0 This creates a time window of uncertainty
where no auditis performed

A Cloud service customersdo not have an up-to-
date statuson the fulfilment of the requirements
establishedoy the certificationgoals

A The continuous audit approach developed
addressesthis issue by providing a way of
continuouslyassessingompliancestatus

9th April 2019
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Continuous Auditingased Certification
Models 5 EUSEC

ContinuousAuditing: An ongoing assessmeniprocessthat aimsto determine the fulfilment of ServiceQualitative Objectives(SQOshnd ServicelLevel
Objectiveq SLOs);onductedat a frequencyrequestedby the purposeof audit.

ContinuousCertification: Aninformation systemis saidto be the state of continuouscertificationif it meetsa predefined set of SQOsand SLOswhich have
beenverified through continuousauditing.

EUSE®roject proposesa framework that containsthree modelsfor ContinuousAuditingbasedCertification

Eachof thesemodelsprovidesa different level of assuranceby meetingrequirementsof continuousauditingwith variouslevelsof scrutiny

Continuous Certification

Extended Certification with Continuo

Selfassessment

Continuous Seldssessment
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