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Agenda

Time Session Speaker(s)

9:30ς10:00 Presentation and EU-SEC Introduction Jürgen Großmann

10:00ς10:50 Description of the pilot and CA theoretical model Ramon Martín de Pozuelo

10:50 ς11:10 Coffee Break

11:10 ς12:20 CA technical architecture and demo
Christian Banse, Dorian Knoblauch, Björn 
Fanta, CristóvãoCordeiro, Alain Pannetrat

12:20ς13:15 Round-table discussion (Questions and Answers) Ramon Martín de Pozuelo

13:15 ς14:30 Lunch Break

14:30 ς15:30 Hands-on Lab
Christian Banse, Dorian Knoblauch, Björn 
Fanta, CristóvãoCordeiro, Alain Pannetrat

15:30 ς16:00 Closing JürgenGroßmann
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Introduction to 
EU-SEC

Jürgen Großmann(FRAUNHOFER)
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Trust in Cloud by Certification 
The European Security Certification Framework (EU-SEC)

EU-SEC aims to create a framework under 
which existing certification and assurance 
approaches can co-exist. It has a goal to 
improve the business value, effectiveness 
and efficiency of existing cloud security 
certification schemes.

ÅMultiparty Recognition Framework 
(MPRF) for cloud security certifications 
and 
ÅContinuous Auditing-based Certification 

(CAC)
ÅGovernance Structure for trustful and 

compliant use of cloud computing
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EU-SEC Objectives
Increasing trust, efficiency and sustainability

ÅIncrease user trust in Cloud Service 
Providers by defining principles, rules and 
processes for mutual recognition between 
different certification schemes indicating 
security and privacy level.

ÅStream line governance, risk management 
and compliance of cloud service delivering 
a reference architecture, mechanisms and 
tools for continuous auditing and 
certification reducing human interaction.

ÅInitiate the process for the trans-European 
adoption of the EU-SEC framework and of 
the format used to express security 
requirements, controls and audit results to 
support EU-{9/Ωǎ ƭƻƴƎ ǘŜǊƳ ǎǳǎǘŀƛƴŀōƛƭƛǘȅΦ
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EU-SEC Challenges
Achievingapplicability, flexibility and tool support

ÅEnsure broad and international and cross-
industry applicability of EU-SEC framework.

ÅDemonstrate a high level of security and privacy 
assurance and control while the CSP enhances 
the Cloud Service continuously.

ÅProvide a framework which can be adapted to 
new technical, compliance and market 
requirements, easily and promptly.

ÅGenerate a flexible and functional architecture 
and tools for cloud security governance, risk 
management and compliance.
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EU-SEC Activities
Define, evaluate, improve and maintain the framework

ÅCollect and maintain security and privacy requirements relevant to the public and private sector.

ÅDefine the continuous auditing and certification framework and enable it for mutual recognition 
of existing certification and assurance approaches.

ÅDevelop a governance structure to support trans-European EU-SEC framework adoption.
Provide architecture and adapt existing tools to facilitate continuous auditing and control of 
security and privacy level service.

ÅValidate the framework with pilot use cases executed by public and private sector partners to 
ensure its effectiveness, efficiency and market readiness in large-scale demonstrators.

ÅStrengthen the value proposition, market uptake and long-term sustainability of EU-SEC 
framework through commercial exploitation, influencing other standardization initiatives and 
performing strategic awareness and training activities.

9th April 2019 7



This project has received funding from the European Unionôs HORIZON Framework Programme

for research, technological development and demonstration under grant agreement no 731845.9th April 2019

Project Set Up and Partners
A successful cooperation under the hood of a common project
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Fundedby EU Horizon2020, a funding
programmecreatedby the European 
Union to supportand foster researchin 
the European Research Area

9 Partners(includingCSPs, Cloud Users, 
Auditors, SchemeOwnersand 
Researchers)

Duration: January2017 - December2019

Web: https://www.sec-cert.eu/
Contact: contact@sec-cert.eu
Twitter: @EU_SEC

https://www.sec-cert.eu/
mailto:contact@sec-cert.eu
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EU-SEC Goes Public
Workshops and trainings planned throughout the year
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Date Topic Location

13/05/2019 TrainingWorkshopMPRF Amsterdam

08/10/2019 TrainingWorkshopMPRF Berlin

09/10/2019 TrainingWorkshopCAC Berlin

18/11/2019
Joint Training Event MPRF, CAC
at CSAEMEACongress

Berlin

Q4/2019
JointTrainingEventMPRF,CAC

Helsinki,

Q3 & Q4 2019
Individual Training Events for
MPRF,CAC

tba.

Q3 & Q4 2019 Webinars MPRF, CAC tba.
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Description of the pilot and 
Continuous Auditing-based 

Certification theoretical model
Ramon Martín de Pozuelo (CAIXABANK)
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Continuous Auditing-based Certification 
Challenges of Cloud Certifications

Åάtƻƛƴǘ-in-ǘƛƳŜέ/ άǇŜǊƛƻŘ-of-ǘƛƳŜέapproachesto
security certification do not provide the high
assuranceand transparencyrequired by cloud
stakeholderswith highriskprofiles.

ÅCurrently,security audits are usuallyperformed
at intervalsof 6 or 12months

o This creates a time window of uncertainty
whereno audit isperformed.

ÅCloud servicecustomersdo not have an up-to-
date statuson the fulfilment of the requirements
establishedby the certificationgoals.

ÅThe continuous audit approach developed
addresses this issue by providing a way of
continuouslyassessingcompliancestatus.
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Continuous Auditing-based Certification
Models

12

ContinuousAuditing: An ongoing assessmentprocessthat aims to determine the fulfilment of ServiceQualitativeObjectives(SQOs)and ServiceLevel
Objectives(SLOs),conductedat a frequencyrequestedby the purposeof audit.

ContinuousCertification: Aninformationsystemis saidto be the stateof continuouscertificationif it meetsa predefinedset of SQOsand SLOs, whichhave
beenverified through continuousauditing.

EU-SECproject proposesa framework that containsthree modelsfor ContinuousAuditing-basedCertification.

Eachof thesemodelsprovidesa different level of assuranceby meetingrequirementsof continuousauditingwith variouslevelsof scrutiny.

Continuous Self-assessment

Extended Certification with Continuous 
Self-assessment

Continuous Certification
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