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COLLABORATIVE SOLUTIONS FOR PUBLIC
SAFETY AND SECURITY

Be it technology, organizations or humans — collaborative solutions for public safety and security ensure
a holistic encounter with risks to overcome the limits in emergency response. For this purpose, Fraun-
hofer FOKUS analyzes, evaluates and develops technologies and procedures.

INTEGRATIVE SAFETY AND
SECURITY RESEARCH

Public safety relates to all areas of society. To support the
general public and safety authorities at best, the use of
information and communication technology is crucial: From
risk assessment and the creation of an overview of the
situation to the coordination and implementation of required
action up to the warning and coordination of affected people
and rescue teams — all this is supported by the intelligent use
of data and requires holistic collaborative information
technologies.

In the development and implementation of new technologies,
Fraunhofer FOKUS follows interlinkages of existing resources
as well as cooperations with industrial and university partners.

Research focuses comprise:

— The collaboration of systems and information for public and
private safety.

— Technology consulting and development in the area of civil/
public safety.

— Research and system development for public administration
and organizations with security responsibilities.

— Establishment of industrial security systems in the area of

prevention of hazards and alerting.

ALERTING AND SECURITY
TECHNOLOGIES

In the handling of hazardous and dangerous situations, the
citizens are always the top priority. They are at risk, and as
affected persons, they must act in a dangerous situation. But
whatever the disaster, it will inevitably be followed by a second
one — the “information disaster”. The reason is that organiza-
tional processes and infrastructures of the civil protection
agencies are often poorly developed. Hence, alerts are often
issued too late or are not precise enough. The consequences
are long response, delayed actions and an overload of the civil
protection agencies.

This is why Fraunhofer FOKUS pursues the goal of providing
relevant and situation-based information to security staff and
civilians. To achieve this, the work focuses on a change in
perspective: away from approaches with a focus on detection
("How do | recognize the threat?”) to information logistic
solutions (“What does who need to know about the threat in
order to act?”). In this manner, the requirements of target and
user groups are taken into consideration in the technical
conception, and thereby become an integral part of the
development work.

Substantial activities include:

Development of alerting systems for risk and crisis commu-

nications in disaster scenarios and emergency call situations.

— Analysis of media use habits as well as social media as a
medium of mass communication in a crisis situation.

— Use of social media as a data source to identify hotspots

and events that pose a risk within cities.

Situation awareness on the basis of monitoring and mining
technologies for social media.






Fihrungs-und gy
Lagezentrum

In the safety lab at Fraunhofer FOKUS in Berlin, the Business
Unit Collaborative Safety and Security along with its partners
demonstrates and tests collaborative solutions. As a demon-
stration room and research laboratory, the safety lab offers
experts, decision-makers and politicians an independent
framework to examine the interaction between new technol-
ogies as well as legal, organizational, social and economic
challenges. In this manner a rapid implementation of new
solutions into practice can be prepared, supervised by experts
and technically safeguarded.

For this purpose, conventional as well as new technologies,
independent of solutions are employed and experimentally
tested and further developed. Through the contrast of
technological current and desired status, the safety lab offers
a vivid room for discussion to concretely discuss weak points
and possible approaches to hazard control.

Through the presentation of hazardous situations and the
initiated organization processes, guests of the safety lab are
immediately involved in the demonstration. Various areas of
the exhibit showcase an important stakeholder in public
security and show the potential of the topic of collaborative
security. Through the accompanying and continuous activities
of the partners of the safety lab the demonstration undergoes
a continuous change. The scenarios shown and technologies
used are examples and placeholders for comprehensive
collaborative solutions.

https://www.fokus.fraunhofer.de/go/safety_lab

Range of services

— Feasibility analysis, requirements analysis and efficiency
analysis (e. g. tracking and sensor technologies, mobile
service platforms, control centers, secure communication)

— Conception, architectural design, implementation of
location-based and situation-based services

— Development, piloting and operation of multi-hazard/
multi-channel-warning systems

— Collaboration and further development of existing safety
technologies and solutions offering substantial benefits to
the everyday lives of the public.

— Semantic technologies and ontologies for security research

Customers and partners (examples)

— Industry, especially critical infrastructure operators

— Insurance companies

— Public administration departments of cities, municipalities,
and counties as well as the federal government and the EU

— Public authorities and organizations entrusted with security
(BOS) as well as aid organizations

— Manufacturers of safety and security technology and
systems

— Companies in meteorology, measurement, and sensor
technologies

— Building construction, civil engineering, and building
management

— Transportation services and infrastructure facilities

Expertise and projects (examples)

— Analysis of alerting systems and media use habits: EMY-
NOS, CITY.RISKS

— Multi-hazard warning: GITEWS, WIND, SAFE

— Multi-channel arning: KATWARN, Opti-Alert, ENSURE

— Ontologies and platforms for European security: fit4sec,
BERKoS, OSiMa

— Collaboration projects: Schaufenster Sicherheitsforschung

For further information on these projects, please visit:
www.fokus.fraunhofer.de/de/espri/projekte



