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Ever more frequently, control units for safety-critical functions in automation technology 

today consist of small, networked controllers. For instance, they control the safety switch 

of a punching machine which turns the machine off in case of improper operation. The 

control units have to meet high demands for certification. For instance, IEC 61508 calls  

for a high degree of maturity of a SIL3-capable control unit already during the develop-

ment process. In the VaKoMo project (validation of cost-efficient, modular control units), 

Fraunhofer FOKUS and a medium-size industry partner have developed a distributed, 

modular architecture for SIL3-capable control units. An IEC 61508-compliant approach 

was pursued in which the software and the test cases were automatically generated from 

models. Applying model-based software development, the development effort was 

drastically reduced compared to conventional development methods. Depending on the 

number of models and test cases that need to be implemented or generated, 20 to 60 

percent of development time can be saved.

model-based software development

In addition to the distributed controllers, conventional architectures often contain a central 

control component monitoring the functions of the overall system. This central component 

can be saved in modular architectures. Additionally, modular systems can be produced 

with greater cost efficiency and allow for more variability. On the other hand, software

development for these distributed systems presents a greater challenge since deadlock and 

synchronization issues need to be avoided. Fraunhofer FOKUS has developed model-based 

technologies that facilitate the automatic generation of modular software systems and test 

cases for these systems from models. The models can be tested for faults with so-called 

model checkers. 
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Using meta compilers such as Xtext, the models are then converted to software. 

Eclipse was used for the text-based development environment in the project; Visio 

diagrams can for instance be utilized as graphic editor. Established development environ-

ments such as CoDeSys, Multiprog, or Logi.CAD can also be used for the actual SPS 

programming. In model-based development, attention was paid to the fact that the 

underlying language model is consistent with IEC 61131-3 and that it is compatible  

with the PLCopen suggestion for the standard in industrial control technology.

redundant safety Characteristics

The architecture created in the project is designed on two channels. Each module proces-

ses all input and output values and monitors the other module’s values simultaneously. 

Should deviations between the results be detected, the control unit is shifted into safe 

mode, meaning the system that is to be controlled is turned off. A fault-tolerant system 

can be set up if several of these safety control units are paralleled. Should one module fail, 

its tasks are taken over by the other module. A further benefit of such an architecture lies 

in the fact that safety-critical and regular control functions can be combined on just one 

system. As a result, safety sensor data can also be used for process control or for statistical 

purposes such as maintenance information. The system is compliant with Plug&Play: 

individual control units can easily be exchanged under the same profile.

Certification

The VaKoMo project was aimed at designing a development methodology for SIL3- 

capable control units. Fraunhofer FOKUS has made use of its longstanding experience  

with domain-specific languages (DSLs) and model-based procedures for this purpose.  

For the project, a suggestion for standardization for a safe functional module kit that 

originated in PLCopen Safety was transferred into a DSL from which C Code can be 

generated. In contrast to manual implementation in Code which can easily take weeks, 

the Fraunhofer-method for implementation only takes a few minutes since the required 

code is effectively generated upon pressing a button. Testability of the safety functions is 

essential for certification. The implemented safety module can easily be tested because  

of the model-based development approach: test cases with a defined test coverage are 

automatically generated from the previously created models. In the scope of certification, 

the models also serve as documentation of the software/ hardware architecture.

bad | 1402 (Photos: plainpicture.com/Christian Diehl; iStockphoto.com/Sablamek)

e v e r  m o r e  F r e q u e n t ly ,  C o n t r o l  u n I t s  I n

a u t o m a t I o n  t e C h n o l o g y  C o n s I s t s  o F

s m a l l ,  n e t w o r K e d  C o n t r o l l e r s

Competencies

 – model-based development  

and testing

 – modular controls with  

distributed software

 – preparation of certifcations


